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Security

Essential protection
File Threat Protection
Web Threat Protection
Mail Threat Protection
Network Threat Protection
Firewall

@ BadUSB Attack Prevention

AMSI Protection

Security Controls
@ Application Control
Device Control

Web Control

Kaspersky Endpoint Security for Windows

Advanced protection

Exploit Prevention
Host Intrusion Prevention

Remediation Engine

Encryption
@ File Level Encryption
@ Full Disk Encryption

@ Encryption of removable drives

In Kaspersky Endpoint Security,
components are grouped as follows:

on

Different components can detect
and neutralize the same threat, i.e,
disabling or failure of one of the
components will not affect the

application efficiency

Adaptive Anomaly Control

Detection and Response

Thus, Kaspersky Endpoint Security
provides multilayer protection

@ Endpoint Detection and Response
Optimum
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How Kaspersky Security Center manages protection

The KSC Server sends a signal when it wants
the agent to connect: DP
ihen e asmiiousl .

‘ T4t « At the administrator’s command Network Agent

©1
Kaspersky
Endpoint Security

Kaspersky
Security Center

Endpoint
The agent connects to the KSC Server:
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How the administrator manages protection

To configure different settings for
| different computers, the administrator
groups computers and creates policies
| for these groups

Devices |/ Policies & profiles

Current path: KSC

Kaspersky + Add < Refreshlist

Security Center
Status Policy name Application Group

Kaspersky Security Center Network Agent Kaspersky Security Center Network Agent Managed devices
B KS(

ty for Windows (12.0.0)  Kaspersky Endpoint Security for Windows (12.0.0) Managed devices
A Monitoring & reporting

The administrator defines the To monitor the protection
settingsin policies and tasks: status, the administrator uses:

T= Devices

Policies & profiles
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How policies work in groups

ey | |

HEE

A group may contain policies A group may contain multiple The administrator manually To configure different
for different applications policies for the same selects which policy to settings for different
application, but only one of make active computers, organize them
them can be active into subgroups and create
respective policies there

If a subgroup has no policy,
its computers receive the
policy of the parent group

Wigd oo Jloe! 6 igunalS slaog S (55, » LPOliCY

anlgzn )5 51010 iy pae solSiws pl 4y adn ) 09,5 G Cu i jg s il 00,50 sl (255w )5 ST 2>
g oo Sl saiiy pae slrolKiws 05,5 ;o oleeg,S 55 leie bl S sl b ,law slasy,S

1S oo S92 ols 5| Policy

Network Policy oG (Jlus olsie a4 sl axsls 8539 05,5 o ,0 cilizre sloasly sl olPolicy cul S -

Kaspersky Endpoint Policy < s j5uu5 !, Kaspersky Endpoint Security Policy <, .Agent
oS s sl Security

sl s Wl oo Ll 51 SO dais Lol el asls aalyy G sl POLICY cpais wlgs o 09,5 S -

A5 o Jlo ) laail], au g e 9w a5 el GPOlICY (s Policy

plad jo |y Sledass e yus s cplplis g oS Jlad adasd yo j0 1) T Wil oo o Lol 0,05 (6 50 e Jlad e Policy <,
S Sasme (g S il

Sy Judyps Sog3 el 4y LS Jlid POliCy S Jud 1, POliCy S e S|




ool POLICY zn )] jo a5 il anils 0429 (89,5 55 9wl cugail (S ,nS ol POliCy ol 2,5 31 -

09*4‘50 00y u)‘ L ‘54) ‘09...%5;7 JLQ.C‘ )...u 05;)") 6[@44[4‘) SS9y » d.”s 05; Policy su\.u)l.» adlas 3929 u...v}nb‘ Gi..;)...,...f

How policies work in groups
Policy status:
® Active
Inactive

Out-of-office

Settings inheritance

Inherit settings from parent policy (I

Force inheritance of settings in child policies

If a policy is configured If a lock is open in the The administrator can
within a subgroup, it will parent group, the disable inheritance within a
inherit locked settings from respective parameter can subgroup and adjust its
the policy configured in the be adjusted in the child settings as if there were no
parent group policy parent policy
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How tasks work

® Install updates Update
Install updates

Run task by schedule

Scheduled start
n new updates are downl
Additional task settings
Runms ' Computers that work under a
' - policy can run only group tasks.
Local tasks are disabled

The administrator
manages updates and
anti-malware scanning

through tasks ‘
A local user cannot adjust the

settings of a group task

Tasks dont have locks, but have a schedule

Policy 5,k 5l &5 S oo g e Task 5,k 511, 58l (Sl 5 Gl 9,8 Slarais (o

2 iz glo Task glgl sl avsls 544 wilgs o Kaspersky Endpoint ..l Policy g5 S Lié a5 Jl> o

:5,ls 54>5 Kaspersky Endpoint Security
Malware Scan -

Update -

Update Rollback -

Inventory -

Add Key -

Integrity Check -

Change Application Component -
Manage Authentication Agent Account -

S0yl ly a3 b Sul ledais g amsls ol58la Sl Task G Jlis olgze a0 )lo 1) 045 ol wlendas Task E9 2
..))‘\) LQG'L“))B)A" 05.1)‘.) ‘5‘).' QS'IQJ’QJJ‘)WQ 9 LS’L""))ﬁ)d" (':..uo cu;:Lm))j)AJ TaSk A_in as k;l}

ol 4ol S sl )lo Task o




35 1y Ll Wil o )5 g Bigds oo Jlos! loail!, (g9, TasK cledass aen 05l L8 zea l» Task da Policy wds

RV}

Policy < 51l cpl b 0,8 sl 55 (o Ll 50 )5 Loy a8l e ke jg 0 58 pe dawgs Lid & ylg5 oo |, Task

‘SlmdLmTaSk Q; M‘?} oalazwl w).nxo)jju Task)‘.la.aﬁ‘b}w ‘).'>‘ c\.ulal) & 65)50...\...» L_S;A.u)iu u.»).nxo)jj.w S99y

S ol gagas (e Task Wilgs god )5 g Wigd sed 00ld inles Lasly o 5 aiiws Jld,.e

How tasks work in groups

| Malware | Malware J Malware
scan scan | scan

Malware Malware
AN
/\

scan scan

A task configured within a If a group has two tasks of To use different task

group applies to allits the same type, both are settings on different

computers, including the applied to all computers. computers, organize the

subgroups They may have different computers into respective
settings and schedules groups
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How tasks work in groups

Malware

If tasks of the same type The administrator can The administrator can

are configured within a exclude a subgroup from create a task for specific
group and its subgroup, all the task scope of the computers that will run on
of them will run on the parent group computers belonging to
respective computers. different groups

This is not recommended,

especially for update tasks
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How malware gets ona computer

Via a browser: Via email:
i rOWs ‘ d = |nanattachment

= LINKsTO M

Via removabledrives: From other infected computers over the network:
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What malware does on a computer
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Steals credit card data and passwords

other computers Downloads new malware
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How Kaspersky Endpoint Security counters threats

File Threat Protection and Malware Scan
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File Threat - Q ' ‘{;
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————————————— Protection
| RAM ‘

= Firewall
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= Protect advanced th
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How Kaspersky Security Network helps repel threats

(-B Kaspersky cloud infrastructure
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endpoints: S

Instantly notifies about newly
detectedthreats

Collects clean files from
N\

Prevents false positives N
\ software manufacturers

= o
orms reputat‘lon or:
High Restricted

Untrusted D

LI lHes

WS oo bl Slagags plp jo olaxel LB sk o Kaspersky Endpoint Security sl 4l 51 oylaeb! sy
ool oo sl Ll 03ls (slaolly plaie (Slo 9,4

Kaspersky Security Network ;i 545 osls oj>1 Kaspersky Endpoint Security « a5 col oqe cuicmed
O3S soleul

Loy oo 31 Slopenas e Ll a4 aS ol 5l p s 5,9k o KaspersKky Security Network (KSN)
S o S blas 5]

a ) oud clidbre slaailly 55, p Lzl Sl 5o izl Gl b 3 )50 o elesl clodlbl Kaspersky bli> oY gass
& 5oL slags,5Ls 5| Kaspersky Security Network .aus . JL | Kaspersky Security Network sla g,

S oo oolaiul Wosls ol Jdo g 4300 gl codle

205e5 0 5 50 15 25 95l5 0 KSN
Lodsh @l S s ooy -
BB (TS Gl
ablis plas o
> L cwl KaspersKy Security ooz glaases olp)l5 sleiel 0,50 16 LT asS)




ol )5 Jawgs cpl s ogdle S'gSie sla o6 .0 e g CeTtificate plas woowl sus Lol certificate L L LT aSl -

w5 o pbas slazel 0,8 S ar |y Ll Sy el 458 o] 5| ey N se el 5 4320 Kaspersky

(Trusted ) slozel 5,40 -
(Low Restricted ) 5 cosgame
( High Restricted ) sb; cosgame
(Untrusted ) sbael LB

(Glael) sus ools plazs sloisl og,5 dy diey a5 wlosls dnusgi |, lbgy i Kooy L, Ehlons wolozel 05,5 o (sl

JECE IO &Lm)lfgjwcﬁl.m)lfqplqal@}l;u o LB aS oS oo oy

ool S Sy ] ot 4131t g5 gl b slopluncSr 1 prkic 00ls oSl Ky ol S pusS ciaiel a5t
@S oo Sl 0d 5 55T 0l (lug Sule wiile sad aSLil e 5 EaSadg 5l 6yl S a2 e slo Ll

Iy abgrye sloasl y g suus o35l la L las” usils Kaspersky Endpoint Security li>! 45 coul s oo

el 4t 4 a5l (68 50 P g Slxio g Lo bl pled slapluSa wiS plulid | waar wagd S5 (S S S
RS- VCIRIVEL PN IR IS WV R PR U PPV VPSPPI SO

s on el o g I (S el 4K Bk 51 a0, 8 daigs slaliael s5bls 51 LS el
A ol g pasedpnd WS o Jlo,l (S S el 4 aKaspersky Endpoint Security 45 leesls
5 (S ynS il aS 50,8 b Gl LS b e 45wl (S S (el A aeliBbly (o ales o |y JolS e

oA (sl A g S oolaiw] (S ynS el a5l S ST 4 s Jloyl e dulg a6l
318 3925 (S oS




fa,ls 1,8 LxsKaspersky Endpoint Security olodas

Where can | find and edit protection settings?
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How Kaspersky Endpoint Security scans files

File Threat Protection scans files on the drive when
the user or a program accesses them
Scan engine
R NEe @ An anti-malware scan task scans files according to

execution signatures . the specified schedule
aspersky

’ Security .
I ; Notwork Components detect dangerous programs using:

Real-Time File
Protection
Driver The emulator helps to detect polymorphic threats
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Kaspersky Security Network helps to:
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Configure File Threat Protection

5) File Threat Protection

Advanced settings

Optimization

@ Scan only new and modified fille:

Scan of compound files

By default, real-time protection does not scan the

same files repeatedly
It s

It also does not scan archives or installation packages
(self-extracting archives, etc.)

It does not scan a file at each read or write operation

ion, it scans a file

Do not change these settings without strong reasons
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Exclusion

Ider to the list of
e in the general
protection settings
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Do not scan files that a process accesses

> Kaspersky Endpoint Security for Windows (12.1.0) m X Application

Path or path mask tc 2 application

%ProgramFiles(x86)%\Mozilla Firefox\firefox ex

® Al

Add the program executable file to the list of trusted applications

Specified remote IP addresses
+ Add

for example,

IP address

No data
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Why scan for malware in addition to File Threat Protection

® Newtaskwizard m x File Threat Protection:

n ) chnives

New task
Application

Kaspersky Endpoint Security for Windows (12.1.0)
Task type

Malware Scan

Task name

Malware Scan
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Create and configure a malware scan task

Scan optimization
5 Malware Scan m X ( © Sca

Its Settings Application settings  Schedule  Revision history
Scan scope
+ Add

Scan scope Status

My emai

and Startup Objects

] Exciucedfrom protection soope < that scans for threats:
@ | included in protection scop jase |. Memory and boot sectors
@D  Includedin protection scope 2 | ;,to avoid extra
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Allowlist program

ALLOWLIST PROGRAM

False positives in security
applications installed on client
computers may stop important
production processes at the

Program goals customer's site

* Sig! y red
support teams

« Ensure the best possible user experience for Kaspersky products

To avoid this, we recommend
customers inform Kaspersky about
in—-house software in advance

Benefits

e Participation is free
e Unbiased third-party expert evaluation by Kaspersky

o Confirmed absence of false positives in current Kaspersky security
solutions

« Participant support
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How to create an exclusion for a false positive

Event properties

Task name

Malware Scan
Object deleted
06/05/2023 3:09:29 pm

Application
Kaspersky Endpoint Security for Windows (12.1.0)

Restore the file deleted by Kaspersky
Endpoint Security from b

Version
12.1.0.506

Description

Result description: Deleted

Type: Virus

Name: Virus Win32 KL-Demo.c

User; ABC\Admin (Initiator)

Object: C:\Users\admin ABC\Downloads\KL_DEMO\KL_DEMO exe
SHA256
4FE6DOBF107DB6FCH69FA3IF94004D030BDABFA2867360C263D
908CD249852E041

MD5: 6294C848F3D782379234672DC205CB88

Event registered 06/05/2023 3:09:33 pm

(ST oW VIPRVR VS-S ERgen W SURNVE1 % Jp R VEL Jp-RCTI WU ARV S SR S P L U ) JUR N F oW VIR VE % S WA
RVELEMIE SURVRVS JP5%

Name
Checksum
Certificate

sl Ll SO o] gl 0,8 o Wl b1 S o ) auags ol Sul aadsy G L File Threat Protection 31

aslp Sleulsss :osS 5L Kaspersky Endpoint sl coslew jo 1 slazel 040 dibate oilondass )
W) GstLH» sLH.u‘ &‘9." 9 Ll | (PG g.)Lo.Ja.u 25 |

aseinn |y o JolS e .0 Gl |y gy b b oS aslol Sl slabiciul cud & 1, false positive s Js.Y
S eolanwl ZProgramFilesy. ( Jiw olgie 0  dames sla e 51 oS




Sl el s slulsKaspersky Endpoint Security lawgs slosl 4 a5 (o5 suags o (sl bl G slsul)
(5 ol plnil gl ool B JlS B3>
1y deags pb asilgs oo 0usS Laseina |y wags pbawsS Gl |, (Object name) ¢ o o Gl jolS diiwl go o yo ¥

S o Kaspersky Endpoint Security Luwg sos sl wags pawseis slag, Slsg 4o
Create an exclusion for the threat

5 Exclusion

@ Object name

Win32 KI-Demo.df

Add hash from file

Add hash fr

You can find the names of the file and threatin
the respective event

Create an exclusionby checksum Exclusion

») Kaspersky Endpoint Security for Windows (12.1.0)

Add hash from events

Select

Add hash manually

») Events list

Import or copy the
checksum from an

Time Objecttype Hash

6/5/2023,3:09:15 PM Virus Win32 KL-Demo.c 4FE6DOBF107DB6FCA9FA3F24004D030BDABFA2867360C263D908CD249852E041
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: certificate olul , sl

Create an exclusion using a certificate

3 Kaspersky Endpoint Security for Windows (12.1.0)

Enable the option

stem certific

2 Exclusions and types of detected objects

Trusted system certificate store

Select the store to be trusted
by Kaspersky Endpoint Security
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What network components do

Mail Threat Protection

Q

Web Threat
Protection

Q

Mail Threat 2
Protection
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HTTP, HTTPS, FTP Web Threat Protection, Web Control
SMTP, POP3, POP3S, IMAP, NNTP Mail Threat Protection
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Configure the list of ports to control

() Kaspersky Endpoint Security for Windows (12.1.0) m X Network ports.
Network ports
+ Add = Export

Description Status

Network settings

Monitored ports

e list recommended by Kaspersky
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How Kaspersky Endpoint Security scans encrypted traffic

fi Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer
« Allissuance polcies

Issued to: Kaspersky Endpoint Security Personal Certification
Authority

Kaspersky
Endpoint eruricate ¥ Console! - [Console Root\Certificates - Current User\
Security for @ File A iew orites  Window Help Valid from 6/3/2013 to 5/29/2033
Windows *2>\ Bl 4 AL

Issued by: Kaspersky Endpont Security Personal Certification
Authority

Issued To
JHotspot 2.0 Trust Root CA - 0

" : e v Trusted Root Cetification Authorities
Protection prise [ Kosperiy Endpoint Securty Personal Cerfication Authorty

components

At each start, KES checks whether the
certificateis still there,and if it's not, r

KES rep s the certificate to scan

encrypted traffic The following components can scan encrypted
traffic:

KES creates a certificate during the

installation and placesit in the local Trus

R ion Authorities store
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Web Threat Protection -

Mail Threat Protection -
Web Control -

: ( Mail Threat Protection ) J.o) Slagags plp jo cdadlxe Y.¥
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What Mail Threat Protectiondoes

‘ 3 Kaspersky Endpoint Security for Windows (12.1.0) m X 5) Mail Threat Protection I

Mail Threat Protection

@ Mail Threat Protection ENABLED

Action on threat detection

®

Block

Advanced settings

@ Scan POP3, SMTP, NNTP. and IMAP traffic

ect Micre

Scans the user’s incoming and outgoing Does not scan web mail messages that
email messages: the user receives via a web browser
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What Web Threat Protection does

5 Kaspersky Endpoint Security for Windows (12.1.0) m X () Web Threat Protection

Web Threat Protection
@ Web Threst Protection ENABLED

Action on threat detection

® Block
Inform

Trusted web addresses

@ Do not scan web traffic from trusted web addresses

-+ Add

Web address

Scans datain HTTP,HTTPS and FTP protocols ng websites

Protects against known threats: | . Blocks malicious websites and thus
malicious files, including archived protects against unknown threats
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How to make a website trusted

D Web Threat Protection m X Add the URL mask to the list of trus
Web Threat Protection > in the Web Threat Protection settings

@ Web Threat Protection ENABLED
Use the * and ? wildcards

Action on threat detection

ol Web Threat Protection ignores all threats in the

Inform

Trusted web addresses ‘ ) trafficof t edwebsites:
@ Do not scanweb traffic from trusted web addresses
-+ Add

Web address

Add web address

aSlol Trust cad a1y o Loyol wls jasess Kid b o5 |, colwog SO olisl 4 Web Threat Protection 51
S

.55 5L 1, Web Threat Protection Essential threat protection _zsv 5.

28 okl 1, Do not scan web traffic from trusted web addresses Clsil jols .Y
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How Kaspersky Endpoint Security protects against new threats

Web Threat Protection does not allow the user to
open websites that spread malware

: Q Mail Threat Protectionrenames dangerous
Host Intrusion 4
‘ Prevention ‘ Web Threat attachments
————— Protection
‘ Behavior Detection Host Intrusion Prevention blocks dangerous actions
—_— of programs that have an unknown reputation

‘ AMSI Protection

Behavior Detection uses machine learning to detect

— | Mail Threat : >
‘ Sl e | Brotaction dangerous programs by their behavior and block them

Q = AMSI Protection prevents applications from running
i fs malicious scripts

Exploit Preventionblocks attempts to exploit
application vulnerabilities
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Threat detection technologies

| Kaspersk: < Monitoring
| Kaspersky
|

l 59 oniny Threat detection
technologi

Expert analysis 1,068

Cloud Behavior
analysis 144 analysis 2

(NS o JERE% 6)‘L.»ooL3.‘5 6L®6)5L3
Signature Llxs -

Heuristic Ll>s
Behavior Jlss

S oS o 53 00 (5ol (slas,glis
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Event properties KES |OgS
Machine ction which

learning 242

technology
and which
component
detecteda
threat

ky Endpoint Security for Windows (12.1.0)

Automatic
analysis 11

KES uses the anti-malware engine, information from
KSN and other detection technologies for scanning
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Behavior Detection

Exploit Prevention

Remediation Engine

Host Intrusion Prevention
Control components and Firewall

oS oo cbablore o> laags ply ,eBehavior Detection o>

How Behavior Detection protects against new threats

( Behavior Detection
Behavior Detection

@ Behavior Detection ENABLED M

Behavior Detection Settings
On detecting malware activity

® Deletefile

o < Compares these activities with Is acti\
Terminate the application
Notify ns (BSS, behavior stream signatures)
Protection of shared folders against external encryption a8
@ Protection of shared folders against external encryption ENABLED dangerOUS programs and ?'C‘HS the"-
Upon detection of external encryption of shared folders actlons
Notify

(=)

® Block connection

Protects agains

Block connection for (minutes, 1to 43800) 60

Exclusions
Attempts to encrypt shared folders from the listed computers will not be tracked

+ Add = Import

Exclusions

No data
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How Exploit Prevention protects against new threats

® Exploit Prevention m X Protects against exploits:

Exploit Prevention

@ Exploit Prevention ENABLED M

Exploit Prevention settings

On detecting exploit
® Block operation

Notify

System processes memory protection

@ System process memory protection ENABLED

Szl 505 Bl b e 50 (0 e slogme cunS lidan S alise oolitulegw O 5« Exploit Prevention
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How Remediation Engine protects against new threats

® Remediation Engine m X . esS f]le copieS

The component settings are as recommended S ﬁIeS damaged by maIWare

Remediation Engine Ne ck other actions of dangerous

. programs using the Behavi
emediation Engine ENABLED 1

oSl Loy ¢ B sy plp o cdadle lawgs ool Bis> (sladalip lawgs sos pll wlaladl - Remediation Engine
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How AMSI Protection works

A program sends a scrip to AMSI

(Wind \ntiMalware Scan Interface)
and waits for the result

AMS| passes the script to Kaspersky
Endpoint Security for Windows
Kaspersky Endpoint Security for
Windows scans the script and returns a

response

Kaspersky Endpoint Security for Windows
receives PowerShell, VBScript, Jscript from

AMSI
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How Host Intrusion Prevention stops new threats

Trusted
Low Restricted
High Restricted

Untrusted

Ol el s &) Ay S o ouas LSl Ll ull o 1) 1>l > 5o sleasl s colled < Host Intrusion Prevention

1S (o0 Sgdun b 5lma I 25 0)lge adlhe

(Access to the file system ) Ll piew 4 (oo yiwd
(Registry access ) (s >, 4 (g yiwsd
(Access to writing devices ) iy slolKiws 4 (owywd

(Interaction with other programs ) laasl,» plo b Jolss

1S oo (gamaiws sleiel gloog )3y 1) adal o)l jue 3985 5l (6 Kl

Trusted

Low Restricted
High Restricted
Untrusted
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How Host Intrusion Prevention calculates a program’s reputation

@ KaSperSky Security ® Host Intrusion Prevention
Network

Host Intrusion Prevention

@D Host Intrusion Prevention ENABLED [

ion rights and pr d resources [ @]

Trusted

er files and application settings or to access

Low Restricted

) . Trust group for applications launched before Kaspersky Endpoint Security for
High Restricted Windows starts working

Low Restricted
Untrusted Application processing rules a

Update rights for previously unknown applications from KSN database

Trust digitally signed applications

@ Delete rules for applications that have not been started for longer than (days, 1to
90)

60

Trust group for applications that could not be added to existing groups

Low Restricted
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Use case: Configure Host Intrusion Prevention to stop ransomware

‘ () Application rights and protected resources 1 P m X

Configure Host Intrusion
Prevention to monitor
operations with

i 9 + Add X = documents:

Name Ghenges Status | Applications ® m x | 1 Openthelistof
resources in the Host
‘ Intrusion Prevention
~| £ Personal data £ Low Restricted eAdd resource settings

Group name

» [ Userfiles = High Restricted B i Add a category for
» £ Application Settings 1 Untrusted Category of protected resources eXampIe, DOCUmentS
® File orfolder 5
9. FBoouments i . Add file masks to the
Category, for exa mple
*doc, *.docx, * xlsx, etc.

Protected resources Application rights

» |21 Operating system (v] 1 Trusted

[ le or folde
O *txt Path to file or folder

* docx

Display name for the list of

categories

* docx
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() Application rights and protected resources

4. Prohibit all programs except
Protected resources Application rights trusted ones fl’om edlt[ng

Name Applications v documents:

Select to Blockthe Write

and Delete operations for
+ iy 5 : ; e : HighRestrictedand Low
Add v 157 + Add X D gar

Restricted applications

Name Changes Status Applications Read Write Delete Create
» [2 Operating system (V] [ Trusted
¥ [ Personal data ] v] 1 Low Restricted
» [ Userfiles 5 High Restricted

£ Application Settings £ Untrusted

1 Documents v Allow

= Block

@ Logevents

Oyl 5l aeliy G 0,5 slime o9 TP




5,5 Wb az wad sy G 5l eolaiwl xile KES 31

What if Kaspersky Endpoint Security impedes a program?

If Host Intrusion Prevention has limited the
program’s rights because of its reputation,
make the program trusted

If an Advanced Threat Protection component If Kaspersky Endpoint Security impedes an
reports a threat, create an exclusion for it application when monitoring its activities,
make the program’s executable file trustedin

the exclusions
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How Firewall protects against threats

Firewall

Network Threat ‘
Protection
app.exe
The Firewall and Host Intrusion Prevention use

the same method of assigning reputationto
programs
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How Firewall analyzes packets and connections

Firewall

Packet attributes:
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Allow -
Block -
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Configure network packetrules

Network packet rule

Network packet rule
Select template

The Firewall checks the
packet attributes:

Firewall A b Action = | \d re

3 Firewall

@ Firewall ENABLED

Firewall Settings

Name Interfacetype |Paddresses MAC addresses

No data

Looks for the first matching
rule and applies it
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How Firewall decides which networks are local

[® Network packet rule
Network packet rules

rk packet rule

mplate

Network packet rules Any network activity

= You can specify a

ction

+ Add == import 1 = Export Al network statusinstead
Protocol of remote IP addresses:

Direction

Name Status Action

/ Outboun
Requests to DNS server over TCP @ Enabled By application rules Inbound / Outbound

Network adapters
Requests to DNS server over UDP @ Enabled By application rules + Add

Sending email messages @ Enabled By application rules Name Interface type IPaddresses MAC addresses

No data
Any network activity @ Enabled Allow

Time to Live TTL (0 to 255)

Any network activity @ Enabled By application rules Remote addresses Any address

Addresses from the list

Most of the pre-set Firewall rules are configured for
network statuses or any address

Log events
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How Firewall decides which networks are local

® Network connections

Network connections

Available networks a8
-+ Add

Network settings

Co Name Type IPaddress

ettings for network connections

172.16/12 Local network 172.16.0.0/12
192.168/16 Local network 192.168.0.0/16

10/8 Local network 10.0.0.0/8

Network statuses are Status specifiedin the policy has priority over the local status
defined b

= Theadm

Access type: Internet
Domain network Connections: § eth0

Unidentified network  Access type: No network access
Public network Connections: § ethl
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What Firewall does under the default settings

B=

Trusted ‘ High Restricted

Public networks rusted
networks
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What Network Threat Protection does

Network Threat Protection \

Protects against attacks via any (including allowed) connections

Analyzes network packets iri tive of the Firewalland compares
' with network attack patterns




Configure Network Threat Protection

@) Network Threat Protection

Network Threat Protection

@ Network Threat Protection ENABLED

Network Threat Protection settings

Treat port scanning and network flooding as attacks

@ Blockattacking devices for

60 min

[Ex‘ lusions and types of detected objects

MAC spoofing protection mode

MAC Spoofing Protection DISABLED

Blocks attacks and any connections from the
attacking computer for 60 m s afterthe attack

‘ (® Exclusions and types of detected objects

= Import 3= Export

IP address

10.28.0.200/32

Network Threat Protection aaso 5| Gua

(Portscanning ) &, Sl -
( DoS attacks) DoS <>

( Buffer overflow attacks ) 5L 5, <o
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Configure MAC Spoofing Protection

() Network Threat Protection

To prevent poisoning the ARP table, it accepts

e e = only those replies for which a request w:
@ Network Threat Protection ENABLED

After an ARP request, all responses exc
first one are ignored

Network Threat Protection settings

Treat port scanning and network flooding as attacks

@ Blockattacking devices for

min

MAC spoofing protection mode

@ MAC Spoofing Protection ENABLED

Inform

® Block
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How to unblock a computer blocked by Network Threat Protection

‘ No active threats
found ‘ I Network Monitor 2 |
® Managed by security policy Pebel sty Blocked computers Q Search

0.01 KB/s
® Anti-malware databases:

Version: 5/11/2023 05:14:00, updated 38 minutes ago 0.01 K8/s Computer address Time when blocking started
Open ports 10.28.0.100 5/11/2023 10:29:59 AM
40
Network traffic
000 KB
020 K8

Blocked computers
1

Reports Backup D) Threat detection @
technologies

Application Activity Netiwork Modiiter | |
Monitor > -5 | ‘ Unblock
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Purpose of the control components

Application Control

Web Control

Device Control

Adaptive Anomaly Control
Log Inspection

Adaptive Anomaly
File Integrity Monitor 2z Control

lasl!, gl pae Sloladl a8 ol J S sl Jols Kaspersky Endpoint Security «l38la 5l jo cdadle s ogdle

WS oo dgaze S b ], oS S L

s=ls8 B,k 5l lasl s (g3lailely 5 wiS o sy |y aasls s £5,5 (51 oy, slo o < Application Control -




Josle Jolis 252 cpl ams co cdllas &5 18 slaculow b 1) calises sloolKiws 5l solizwl « Device Control
Sore i YL 5l (6 S ol &y Ao o g S o s | a5t sl glo] o bl 45 cunl Anti-Bridging
S s S
L1y b w,ol asilgs co cmiomed .0iS oo dgame Ll (slgime 4 a1 lacoluwsy 4 (ow s « Web Control
DS Sgdune Swle 3 ool
a5 Jgoroput slo,ld, o s gl p oads ouats io 5l owilsd 5l slacgea 5l Adaptive Anomaly Control
S oo SwS aibns o T 5l 6 el 4 5 WS e solital was e &, (SogT 5l LS Vsens
Kaspersky jsze 4 leadlye ool (g3l led sl 125 Wgdond (o 0p90 0l 5o Lol eo)ls 0929 525 S0 (S8 adl 90
KL 0,90 50 5 g oo cuad ygym s Jule o (59, Laid badlge ol .cusl ;L5 Hybrid Cloud Security Enterprise
oo eols &, 020 Kaspersky Hybrid Cloud Security
ez o Jlie lgre ar) Sga5 Gl i SHes (S o oy |y oaisidadlxe g S ,LS, < LOG INspection -
018 ol SY ()il S (o0 lulid | Soaing Lo SY )0 eadind slas lrial Guizen 5 (513 9atar
S e S dla ansis 4 aS ol gloadichy e iy
DAl g0 50 .S e oy sl patuive 03gae o |y laady b o L > LSS « File Integrity Monitor
Losls Holidl Jlas 4y oass lis el (Sao a5 laadigy b o b1 ;0 Ol s 0590 50 pae 4 adlie ol o S LSS

.A.QQGA &)Ua‘ u.\.wl.’ suscJadle S )0

Licensing \.Y

Licensing

Select Advanced

Control components

for Windows workstations
Control components

for Windows servers
Adaptive Anomaly Control
(workstations only)

Log Inspection

(servers only)

File Integrity Monitor
(servers only)

To activate the L« nalysis and File Integrity Monitor components, a KHCS Enterprise license is
required
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How Application Control works

When a program starts, , Security checks:
K to (categories are created on the Kaspersky Security Center side
ky Endpoint Security policy)

ks (denylist or allowlist)

Allowlist

/

The programis allowed only if there i
an allow rule for its category and the
account of the current user

The programis allowed if there is no
deny rule for its category and the
account of the current user
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Setting up the component

ion Control is configured in t
Create categoriesin K
Createrulesin the Ka:

Categories createdinKa
policies

You can use each category only once in a Kaspersky Endpoint Security policy

trol component does not work without K: y Security Center
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Creating categories

By default, the list of
Operations / Third-party applications / Application categories categories is empty

111) + Add < Refresh

Kaspersky
Security Center

Type Name Used in policies Last updated

Browsers v

() New categorywizard

¢ Operations Trusted folder

Lic o= Trusted computers Name Browsere

Trusted applications Select category creation method

Third-party applications
party appi ® Category with content added manually. Data of executable files is manually
added to the category.
Application categories Category that includes executable files from a specific folder. Executable
files of application: othes ed folder are automatically
processed and their i are added to the category.

Category that include 4 om selected devices. These

YOU can Cl'eate and f|” executable files are processed automatically and their metrics are added to
categoriesin several ways:

the category.

Category will include only unique conditions from the wizard.
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Why Device Controlis necessary

This component manages access to devices
and thus helps reduce the attack surface

It can block the entire connection bus or
access to specific types of external devices

Manages access to Wi-Fi networks

Allows you to flexibly restrict access to data
storage devices based on various criteria:

You can allow full access to trusted devices and
temporary access to other devices upon request
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Configure Device Control

Kaspersky Endpoint Security for Windows (12.1.0) m X 3) Device Control
High protection level Device Control
General Event configuration  Application settings  Revision history  Policy profiles @ Device Control ENABLED
e; ‘;y’ Co \, rol Device Control Settings

@ Allow requests for temporary access

Device Control

You can allow
connecting devices by:

Device types Types of devices

Access To Storage Devices

Device Control B — Name Access
These conditions
have a higher

@ Device Control ENABLED priority than

conditions for
buses CD/DVD drives Depends on connection bus

Device Control Hard drives Depends on connection bus

Removable drives Depends on connection bus

Floppy disks Depends on connection bus

Device Control Settings

Allow requests for temporary ac
S e e o 8 Portable devices (MTP)  Depends on connection bus

Access rules for devices and Wi-Fi ne

Access To External Devices

Name Access

Local printers Depends on connection bus

Allow and do not log
Anti-Bridging &
Modems Depends on connection bus

Tape devices Depends on connection bus

Multifunctional devices Depends on connection bus
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) Device Control Settings m ) Device Access Rules

Rules for devices ,
Rule of access to devices

Device Access Rules Logging D
riority

) Types of devices Configuring device access rules o

Allow

/ Access To Storage Devices Block

Depends on connection bus

Name Access ® Byrules

Hard drives Depends on connection bus Users ABC\Alex

Removable drives Depends on connection bus

+ Add Schedule for access to devices

Floppy disks Depends on connection bus
Priority Accessschedule Users

CD/DVD drives Depends on connection bus

0 Default schedule Everyone Accessschedule Status Read Write

Portable devices (MTP) Depends on connection bus
1 Business hours ABC\Alex Business hours [ @]

Access To External Devices

Name Access

For storage devices, you can

Locelprinters Dependeonconnectiontive flexibly set up a rule with a

Network printers Allow and do notlog schedule for a particular user,
taking into account types of
file operations

Modems Depends on connection bus
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Trusted devices

A trusted device can be specified by:

® Device Control

Device Control

@ Device Control ENABLED

Device Control Settings
(& Trusted devices

@ Allow requests for temporary access

ules for devices and Wi-Fi networks Merge values when inheriting

[+ Add devicebyID  + Add device bymodel  + Add device by IDmask |

Connection buses

[ -+ Add device by model mask ] = Import 3= Export

Trusted devices

Device type Device model Device ID Name Users

Anti-Bridging Removable drives VEN* - - ABC\Alex

Removable drives - *J564Q7* - ABC\Tom
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Device ID

Device model

Mask of device ID
Mask of device model
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Why Web Controlis necessary and how it works

It filters access to the internet according to the internal corporate policy

Scans HTTP and HTTPS traffic regardless of the browser used

L (=}
e —you cansetupru
| — you can set up a schedule
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Web Control s ,Se

Configure Web Control The default rule can:

) Kaspersky Endpoint Security for Windows (12.1.0)
High protection level
) Web Control

General  Event configuration  Application settings  Revision history  Policy profiles
e Web Control

Application Control

@ Web Control ENABLED

Web Control Settings

Rule List

-+ Add

= Import $= Filter

Rule name State Actions

Order matters: the first matching rule is applied
Social networks @D Active Block v

Default rule

By default, nothing is blocked, because the ® Allowsllexcept the rules st
default rUIe a"OWS everything Deny everything except the rules list
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Web Control ,.sls8

Web Control rules

Addresses
® Applyto all addresses

Apply to individual addresses and/or groups

Each rule has the following
il attributes:

Social networks Address

Status No data

® Active
Users
Inactive

® Applytoall users

Action Apply to individual users and / or groups

Allow
® Block

Warn

User or group

{~ Content of the filter

By content categories No data

By types of data

Rule schedule

Content categories

Always

i Types of data

L S | 5
Cancel
Addresses n
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Adaptive Anomaly Control

The component monitors activity on the computer
abnorma or for several weeks and sends information about the
matched rules to the Administration Server

To detect abnormal behavior, Adaptive Anomaly
Control uses a set of rules distributed with the
databases

Learning takes place independently on each
computer for each rule, meaning that learning will
be completed sooner in one place and laterin
another
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Configure Adaptive Anomaly Control

») Kaspersky Endpoint Security for Windows (12.1.0) B —
By default, Adaptive Anomaly Control is
enabled and works in Smart mode

High protection level
General Event configuration Application settings  Revision history  Policy profiles
Application Control

Adaptive Anomaly Control

Adaptive Anomaly Control

@ Adaptive Anomaly Control ENABLED (X

Adaptive Anomaly Control

File Integrity Monitor

Log Inspection




